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Tokens and trust




Who plays which role
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How a token is issued and used
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What each side can actually see
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Once a token is issued, the attacker needs
neither the password nor the second factor



Stealing the token




Less than 3%
of attacks are...

Where token theft sits in
the attack mix ‘

n
(A ) Token theft by malware

2.4042%

(s) AITM
0.2375%

@ Infrastructure

0.1692%
@ Attacks on MFA

0.0033%

@ Consent phishing

0.0005%

|
More than 97%

of identity attacks are

password spray or
brute force attacks

Source: Microsoft Defender XDR and Entra ID Protection alerts (April-June 2025)
https://www.microsoft.com/en-us/corporate-responsibility/cybersecurity/microsoft-digital-defense-report-2025/
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1.

Adversary-in-the-Middle (AitM)

- An attack where the adversary positions himself in between the
user and the system so that he can intercept and alter data traveling
between them.’

@

|dentity Provider
User (IdP)

O. ..
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Evilginx etc.
NIST Glossary



AuthCodeFix (ConsentFix) attack

Lo

/authorize /token

User

\ 4
https.//www.glueckkanja.com/en/posts/2025-12-31-vulnerability-consentfix
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What sits on a compromised endpoint

Requires Local Device dkpub/dkpriv & Transport tkpriv
Admin & no TPM Keys « Persistent access to multiple clients &
resources via PRT
Entra ID SSO cookie
permissions ESTSAUTH
: « Persistent or temporary access to
cookie ) e

multiple clients & resources

" « Temporary access to multiple
P RT CO O kl e clients & resources

TO ke n It depends..



Which tokens are worth stealing

Requires Local Primary Refresh Token (+session key) 90d
gdmlr%lca‘SLMuser el PRT » Persistent access to multiple clients &
no resources
User Family Of Client IDs (FOCI) Refresh Token 90 d
permissions F RT « Persistent access to FOCI clients &

multiple resources

Refres h TO ke n « Persistent access to single

client & multiple resources

1-28 h

Access / ID tOken  Temporary access to

single client & resource



Token security best practices

- Conditional Access Policies: Use Conditional Access policies to
enforce compliant network checks.

- Token Binding: Implement Token Protection (formerly known as
token binding) to cryptographically tie tokens to client secrets.

- Continuous Access Evaluation (CAE): Implement CAE to
. This helps in
detecting and revoking tokens if there are changes in the user's
security posture, such as network location changes.

https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/token-protection-by-using-

microsoft-entra-id-/4302207
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Beyond the IdP




Where the telemetry comes from
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Why IdP telemetry alone fails

- The IdP logs issuance, not use - it never sees the token again
- A replayed token produces no failed sign-in and no MFA prompt
- Location and user-agent are attacker-influenced hints, not facts

- Note: Replayed refresh tokens and session cookies generate
(non)interactive sign-in events ©

A clean sign-in log is not evidence that the session is clean



JA4: a fingerprint of the client, not the user

4 )

JA4 fingerprint

t13d1516h2_8daaf6152771_02713d6af862

\ _/

Same client software, same fingerprint. Different tooling, different fingerprint - even when the token, the user and the IP are
identical.

Source: FoxIO JA4+ specification - https://github.com/FoxIO-LLC/ja4



Current JA4 methods
FullName  |ShortName  |Descripton

TLS Client Fingerprinting
JA4Server JA4S TLS Server Response / Session Fingerprinting
JAAHTTP JA4H HTTP Client Fingerprinting
JA4Latency JA4L Client to Server Latency Measurment / Light Distance
JA4LatencyServer JA4LS Server to Client Latency Measurement / Light Distance
JA4X509 JA4X X509 TLS Certificate Fingerprinting
JA4SSH JA4SSH SSH Traffic Fingerprinting
JAATCP JAAT TCP Client Fingerprinting
JAATCPServer JAATS TCP Server Response Fingerprinting
JAATCPScan JA4TScan Active TCP Fingerprint Scanner
JAADHCP JA4D DHCP Fingerprinting
JAADHCPv6 JA4D6 DHCPv6 Fingerprinting
JAANTP JAAN NTP Fingerprinting
JA4Scan-TLS JA4Scan-TLS Active TLS Server Fingerprint Scanner
JA4Scan-QUIC JA4Scan-QUIC Active QUIC Server Fingerprint Scanner



https://github.com/FoxIO-LLC/ja4tscan
https://github.com/FoxIO-LLC/ja4tscan
https://github.com/FoxIO-LLC/ja4tscan

Reading a fingerprint in detection

- Strength: it describes the software making the request, not a
string the client chooses to report.

- Replay signal: one token, two materially different TLS stacks, inside
one session window.

- Limit: it identifies a client family, not a person - corroboration,
never a verdict.

Attacker tooling often has a fingerprint no legitimate corporate client has



Correlation: anchor on the token

- Join sign-in and usage events by session and/or token identifier

- Contradiction: issuance and usage contexts disagree - network,
ASN, fingerprint, timing

- Rank by impact: mail rules, mass download, app consent and role
changes first.

One rule to start with: same token, two fingerprints, inside one hour



What to take home

- Assume tokens leak - build detection for the period after issuance

- Collect both sides: sign-in logs alone cannot answer whether a
token was replayed

- Bind/block what you can, correlate the rest - controls shrink the
window, correlation closes it

- Trust no token: treat every bearer as a claim to be re-checked
against behaviour/facts

- Collect at least:
- Client IP, user-agent, unique token identifier (uti), JA4 (the more the better)
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Questions?
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